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Responding to cyber security threats

This guide will mention the
possible cyber security
accreditations that organisations
can use to minimise the potential
risks of online attacks. This guide
will also go over the first steps in
getting accredited.
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The growing threat to Cyber
Security
As we become ever more dependent upon
information technology, the risks posed by a
cyber breach grow in proportion.
Organised crime groups and foreign
government agencies seek to either steal
information and data for their own fraudulent
use or disrupt our economy and way of life.
Their methods are becoming more advanced
and the gains they make far outweigh any time
or monetary investment required of them.
The impact of a cyber-attack can be
devastating, leading to an inability to operate
(Denial of Service), loss of intellectual
property, breach of customer data and a
reduction in confidence in a brand which has
taken years of effort and investment to
develop. The cost associated with
remediation is often significant and the
damage to customer confidence may take
years to overcome.
Consequently, the UK Government has set
standards to which their suppliers need to
adhere and which they are encouraging all to
adopt more widely.

2

Responding to cyber security threats

Examples:
In 2021, LinkedIn suffered a significant
data breach which caused the personal
information of 165 million accounts to
be compromised. It is believed that the
data was later put up for sale on the
dark web. This data breach cost
LinkedIn over £3 million to clean up.
In 2022 the British Army recruitment
data base was hacked and applicant
data was later found for sale on the
dark web. As a result, the system was
shut down for over 2 months, leading to
issues and delays in the recruitment
process and losing good candidates.
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What are the standards for
Cyber Security?
In the UK, we have standards which can be
applied to help mitigate the adverse effects
from cyber-attacks/ threats.
Accreditations include:

◉ Cyber Essentials is a UK Government
backed scheme to help organisations
protect themselves against a diverse range
of the most common cyber-attacks. This is a
necessity for those who store information
online or who wish to sell to the UK public
sector. Completing the Cyber Essentials
readiness tool will help clarify whether your
current standards/processes are below the
minimum thresholds. Cyber security
accreditations are assessment based and
require organisations to answer an array of
questions; which include generic business
questions, the types of hardware and
software currently in use, individuals’
responsibilities and more.
Cyber essentials require the answers to
these questions being approved by a board
level representative, business owner or the
equivalent in order for the certification to
be awarded. The assessment should be
completed by a competent IT individual in
the organisation. Should an organisation not
have this, completing cyber essentials plus
will allow for an external audit to happen
instead. Organisations have 6 months to
complete and return the cyber essentials
assessment from the date of purchase.
The results of this will help organisations
understand where investment is required.
Such as investing in new firewalls and
improving access controls.
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◉ Cyber Essentials Plus is the same as
Cyber Essentials but an independent
technical expert is required to conduct an
audit of your IT systems and perform both
internal and external tests of your network
and computers. This provides organisations
with greater assurance that they are
complying with the standards. If there are
questions the organisation cannot answer
when completing the Cyber Essentials
readiness tool, the audit will pick up the
missing information.

◉ ISO27001 is the international standard
for information security and sets out the
requirements for an Information Security
Management System (ISMS). Certification
to this standard is recognised globally and
provides significant trust to relevant
stakeholders that third party information
and Intellectual Property (IP) will be
managed safely.
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What are the costs and
benefits of protecting your
business online?
This is an investment and therefore it
is sensible to consider the costs
relative to the potential risks. Many
smaller organisations will find that
competent application of cyber
essentials is sufficient. However, if the
risk associated with malign
individuals accessing your
information or stored data is
significant, you should invest in
security measures compliant with the
higher standards. This will give you
and your customers confidence that
you are doing sufficient work to
mitigate the risk of attack.
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Where can you find help?
IASME (Information Assurance for Small
and Medium Enterprises Consortium)
provides organisations with certification in
cyber security and to counter fraud. IASME
is the exclusive partner to the National
Cyber Security Centre (NCSC) for Cyber
Essentials and they are responsible for the
delivery of the scheme. IASME ensures that
all its Certification Bodies across the UK
(more than 280) are in-line with the
standards and the requirements set by
Government.
IASME licenses the delivery of its
certification assessments to Certification
Bodies who have been trained and assessed
as competent to assess. Certification
Bodies can be used by organisations to
receive consulting advice regarding the
assessments and can be of great value to
those organisations who do not have a
technical IT background, have a complex
company structure or simply require
additional specialist capability in this area.
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Next steps
We recommend that companies should
begin by filling out IASME’s Cyber
Essentials readiness tool and then share
the results with Augmentas Group.
Augmentas Group will then use these
results along with further research to help
you define your next steps and appoint a
Certification Body which is most
appropriate. This will be based on a variety
of criteria such as geography, turnover,
employee count and more.
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About Augmentas Group
At the heart of our capability is the
provision of procurement services
to the Public Sector. We provide
procurement expertise to many
central government departments,
including the Houses of
Parliament; Foreign,
Commonwealth and Development
Office; Department of Health;
DEFRA; Department for Education;
Office for National Statistics;
Home Office, and Ministry of
Justice.
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